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Payments have never been safer

Europe 60 % of Almost 2’116
experiences less attackers are able records breached

card fraud than 8 to compromise an per minute in 2016
—and media

other regions like organization within

USA 5 minutes GOHEl=
intensifying
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Securing the eco-system

SECURING THE
CARDHOLDER

SECURING THE
ACCOUNT

Securing the | Securing the | Securing the
account cardholder transaction

SECURING THE
TRANSACTION
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Securing the account

EMV FOR
PHYSICAL
CARDS

. mastercard

FRAUD IS
GROWING IN
LINE WITH
ECOMMERCE
AT 21 %

COUNTERFEITING
REPRESENTS 49%
OF GLOBAL FRAUD

FOR MERCHANTS,
EVERY FRAUDULENT
DOLLAR COSTS
USD 2.23

ACCOUNT
DATA STORED

TOKENIZATION FOR

MOBILE PAYMENTS

AND CARD-ON-FILE
MERCHANTS

IN MULTIPLE
PLACES




Securing the cardholder

56 % OF EUROPEANS
CURRENTLY USE
MOBILE DIGITAL

PAYMENTS VIA

AN APP OR WEBSITE

SECURITY DECLINES
FOR CROSS-BORDER
TRANSACTIONS ARE
UP TO 4x HIGHER
THAN FOR
DOMESTIC ONES

54 % OF PEOPLE
THINK THERE NEEDS
TO BE ABETTER
ALTERNATIVE TO
PASSWORDS

GEOLOCATION TO
ERASE ‘BORDERS’
THAT NEGATIVELY
POOR USE OF IMPACT

CONSUMER-FRIENDLY PAYMENTS

TECHNOLOGIES TO

ENABLE SECURE
IDENTIFICATION OF
THE CARDHOLDER

BIOMETRIC
SOLUTIONS

@ mostercard



Securing the transaction

101001
A REAL-TIME
110001 TRANSACTION

ATTACKERS ARE
INSIDE SYSTEMS
ON AVERAGE
243 DAYS BEFORE
DISCOVERY

78 % OF INSIGHTS TO
EUROPEAN PEOPLE
CANNOT IMAGINE
TO MANAGE THEIR
DAILY ROUTINE

WITHOUT CASH

IMPROVE
AUTHORIZATION
ACCURACY

MONITORING ALL ALWAYS-ON REAL-
TRANSACTIONS, TIME ANALYTICS

SURGICALLY BLOCK TOOLS NEEDED TO
SUSPECTED MINIMIZE IMPACT AND

DATA BREACHES
SET TO COST
THE GLOBAL

ECONOMY USD

2T BY 2019

CATASTROPHIC FALSE-POSITIVE
FRAUD DECLINES
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Defining the future

TAKE A MODULAR
APPROACH TO
DESIGNING YOUR

SECURITY STRATEGY

WITHIN EACH LAYER

TO DETECT RISK AN
PREVENT FRAUD

MOVE BEYOND THE TRADITIONAL
TRADEOFF OF SAFETY OR SIMPLICITY
WITH A LAYERED APPROACH THAT
DELIVERS BOTH

. mastercard

ENGAGE YOUR
CUSTOMERS IN
PROTECTING THEIR
PAYMENTS WITH

INTUITIVE AND RELEVANT
SOLUTIONS SUITED TO
THEIR NEEDS

roprietary and Confidential.
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Thank you

Peter.Durrer@mastercard.com

. mastercard
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